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• "(b) COOPERATION.--Subject, to sections 2~7{c) and 260&d). a manUfaCtur1ef of
t.elecommumcauons transnuSSlon or SW\tehing equipment and a proVider of tele­
commurucauons suppor:t services shall. on a reasonably timely basIs and at a rea­
sonable ch~. make available to the. telecommumcatlons carriers usinS Its eqwp­
~ent or serVIceS such features or modificauons as are necessary to penrut such car­
ners to comply With the capability requirements of section 2602 and the capacny
reqwrements Idenufie<i by the Attorney Genera! under section 2603.

..§ 2606. Technical requirementa and standards; enen.sion of eompliaJ1Cl1!
date

"(a) SAFE HARBOR.-
"(1) CONSULTATION.-To ensure the efficient and industry-wide implementa·

tion of the assistance capability requirements under section 2602. the Attorn"
General. in coordination with other Federal. State. &S\d local law enforcemem
agencies. shall consult with appropriate auoc:iations and standard·setting orga·
nizations of the telecommunications industry and with representauves of user.
of telecommunications services and facilities.

''(2) COMPLlANCE UNDER ACCEPTED STANDAR.DS.-A telecommunications carriel
shall be found to be in compliance with the assistance capability reqwrementl
under section 2602. and a manufacturer of telecommunications transJni5sion OJ
switching equipment or ,-provider of telecommunications support lel'V1tes shal
be found to be in compliance with seetion 2605. if the carrier. manuiaeturer. 0:
suppon service provider is in compliance with publicly available technical rt!
quirements or standards adopted by an industry usoc:iation or standarcl·settllll
organization or by the Commission under subsection (b) to meet the teqwn
ments of section 2602.

"(3) ABsENCE OF STANDARDS.-The absence of technical requirements 0

standards for implementinc the auistance capability requirements of sectiOI

2602 shall not-
"(A) preclude a carrier. manufacturer. or services provider from deployin

a technolOU or service; or
"(8) relieYe a carrier. manufacturer. or service provider of the obligatiol'l

imposed by section 2602 or 2605. u applicable.
"(b) FCC AUTHORITY.-

..( 1) IN GENEJW.-IC inciuatry UIOCiatiac. or standard·setting orpnizatioJ:
fail to iuue technical requirementt or standards or if a government agency (
any other person believes that such requirements or standards are deficient. t!'
agency or person may petition the Commjuion to establish. by notice and COil
ment rulemaking or such other proceedings u the Commission may be autho
i%ed to conduct. technical requirementa or standards that-

"(A) meet the assistance capability requirements of section 2602;
"(B) protect the privacy and security of communications not authorized

be intercepted;and. ' .
"(C) serve the policy of the Umteei States to encourage the pl"OVlS10n

ne. technologies and services to the public.
"(2) TRANsmON PERJOD.-If an induauy technical requirement or standard

set asia. or supplanted u a result of Commjssion action under this ~on. t.
Commjssion. after consultation with the Attorney ~neral. shall establish an
sonable time and conditions for compliance with and the transition to any nl
standard. including defining the obligations of telecommuDlcauons came
under section 2602 during any transition pened.

"(e) ExTENSION OF COMPLIANCE DATE FOR FEAnJRES AND SERVlCES.-
..( 1) PETmoN.-A telecommunications carrier proposing to install or depll

or haviDg installed or deployed. a feature or service wi~n ." yeus after t
date of enactment of this chapter may petition the ~ouuruulon f~r. 1 or me
extensions of the deadline for complying with the assIStance capability reqw
ments under section 2602. .

"(2) GROUND FOR EXTENSION.-The Commission may. after affording a full I

ponunity for hearing and after consultation with the Attomey General. grl
an extension under this paragraph. if the CODUD1SS10n detemunes th:&t com1
ance with the assistance capability requirements under section 2602, 15 not r
50nably achievable through application of technoloc available wtthin the cc
pliance period.

"(3) LENGTH OF EXTENSI0N.-An extension under this paragraph shaJ1 extA
for no longer than the earlier of- . .

"( AI the date determined by the ComllUSslon as necessary for the Carl
to comply Wlth the assistance capability reqwrements under secuon 26
or
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"I 8) the date that lS 2 yean after the date on which the extenSIon lS

~n~. .
~(4l APPUCABIUT"'r" OF E:xn:SSlON -~ exterullon under this subse<:Uon shall

apply to only that part of the carner! buslOes.s on whlch the new ieature or
5ervtce is used.

..~ 260'7. Entoreement orders
"/ a' ESFORCEMENT BY COURT [SSUISG SL"RYEILI.A.'iCE ORDER.-{f a court authonz­

109 an tntereepuon under chapter 119. a State statute. or the ForelJn intelligence
5urvel11ance Act of 1978 150 U.S.C. 1801 et seq.) or authonzlng use ot a pen regl.ster
or a trap and trace device under chapter 206 or a State statute finds that a tele­
commurucatl0ns .carrier has failed to comply Wlth the reqwrements 10 this chapter.
the court may direct that the carner comply forthWlth and may direct that a. pro­
Vlder of support 5erYlces to the carner or the manufacturer of the carner's trans­
!IUSSI0n or swttehing equipmen: furnJ.sh forthWIth modifications necessary for the
carner to comply. '

"fb, ESFORCEMENT UPON APPtlCATION BY AnoRNEY GESERAL..-The Attorney
General may apply to the appropnate t;nit:e<i States district court for. and the L" mt­
ed States distnct courts shall have Junsdicuon to LSsue. an order d.ireeung that a
telecommurucauons camero a manufacturer of telecommulUcauons transmlSSlon or
swttehing eqwpment. or a proV\der of telecoaunulUcations support serV\ces compiy
wtth this chapter.

..(<: I GROUNDS FOR ISSUANCE.-A court shall issue an order under subsecuon 1a I
or I b I only if the court finds that-

~(11 alternauve technolOgies or capabilities or the facilities of another carner
are not reasonablyavallable to law enforcement for unplementlng the lntertep·
Clon of communicauons or access to call· identifying information; and

·(2) compliance WIth the requl.nmenu of this chapter 15 reasonably achievable
through the application of avallable technology to the feature or service at lssue
or would have been reasonably achievable if timely action had been taken.

"r d) TIME FOR COMPl.JANCE.-Upon issuance of an enforcement order under this
section. the court shall specify a reasonable time and conditions for complying wtth
its order. considering the good faith efforts to comply in a timely manner. anv effect
on the camer's. mllnufactu.rllr's. or service provider's ability to continue to dO bust­
neu. the degree of culpability or delay in undertak.ing efforts to comply, and such
other matte" as justice may require.

4e. UMITAnON.-AD order under this HCtion may not require a telecommuN'
cations carrier to meet the government's demand for intereeption of commUNCatlOnS
and acquisition of call·identifying information to any extent 10 excess of the capacay
for which the Attorney GeneraJ. has agreed tG reimburse such camero

"(0 CML PtNALTY.-
~(1) IN GENERAL.-A court issuing an order under this section against a tele~

communications camero a manufacturer of telecommunications tran5DUS510n or
switehinc equipment. or a provider of telecommunications support HrV\Ces may
impote a civil pena.lty of up to S10.000 per day for each day in violauon aiter
the issuaDCe of the order or after such future date as the court may speclfy.

"(2) CONSlDERAnONS.-ln determiDinc whether to impoee a fine and in deter­
~ itl amow:at, the court shall ta.Iu into accoun~

tA) the nature. circumstances. and extent of the violation;
"CB) the violator's ability to pay, the V\olator's good faith efforts to comply

in a timely manner. any effect on the violator's .ability to conunue t.o do
buaineu. the decree of culpability, and the length of any delay in undertaj(·
inf efroN to comply; and .

(C) such other matters as justice may require. .
"(3) CML AcnON.-The Attorney General may file a civil action an the appro­

priate Unitacl States district court to collect. and the United States distnct
courts shall have jurisdiction to impo... such fines.

..~ 2608. Payment of COlla of telecolDJIlUDicatiou curiers to comply with ca·
pabUity requirementa

"t a) EQUIPMENT. FEAn.rR£S. AND SERVlCES DEPLOYED BEFORE DATE OF ESACT­
MENT.-The Attorney General may. subject to the availability of appropn~uons.
agree to pay telecommulUcations came" for all just and. reuonable costa directly
asaociated wtth the modificauons performed by camers to coD.DeCUon wnh eqwp·
ment. features. and sel"Y1.ces installed or deployeci before the date of enactment of
this chapter to establish the capabilities necessary to comply with section 2602. E'

"fbI EQ1J1PMENT, FunJtU:S. AND SERVlCES DEPLOYED ON OR A.F'TER DATE OF S·
....cnu:NT.-
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-r 1) I:'i ~E~e:RAl...-rf compllance W'lth the asslstance capability reqwreme!"!':.:
of s~tlon _602 IS not reasonaoly achievable 'Nlth ~p«t to equipment. iea~es
or servtces deployed on or arter the date of enactment of this chapter. the ..l.t:or
ney ~nera1. on appllcatlon of a telecommUnlCatlons carner. may agn!@ to ;:la'
the teletommurucatlons camer for Just and reasonabie costs directly aSSOCiate<
W'lth achieVlng compliance.

-( 2\ CO:-;SlDERAnos.-fn detertnmmg whether compliance Wlth the a5S1HanCl
capability requl.r!ments of settlon 2602 is reasonably achIevable Wlth re:spect :.
any equIpment. :eature. or semce Installed or deployed alter the date of enact
ment of thIS chapter. conslderatlon shall be gwen to tne time when the eqUIp
ment. feature. or serv1ce was Installed or deploved.

"Cl .~lOCAT10S OF F1.;-;OS FOR P.\nfE~"'-The· Attorney General ~hall .:1l1OC3tl
funds appropnated to carry out this chapter In accordance wun la.w eniorcemen
pnontles determmed by the Attorney General.

"I dl F.~LL"RE To ~1AK:E P.\nG:ST WITH RESPECT TO EQL1P~t[~"'. FE..\TI."RES. "-'l
SER\oiCE:i DEPLOYED BEFORE. OAT[ OF ESAcntE~"'.-

'O( II C01'OS(0£R£O TO BE C" CO!t{PUA....CE.-[f a carner has requested pa~"Tner.

In accordance Wlth proc:eduns promulgated pursuant to :subsectlon 'e t. and ::'.
Attorney General has not a~ to pay the telecommurucauons camer for 3­
reasonable cost! directly associated Wlth modificatiOns necessary to bnn~ :.~

equipment. feature. or sel'Vtce into actUal comphance Wlth the assIstance cap~

bllity requirements of sectlon 2602. any eqwpment. feature. or sel'Vtce of a teii
commurucatlons carner deployed before the date of enactment of thIS ci'lapt~

shall be considered to be In compliance With the assistance capability reqUln
menu of S~lon 2602 unc.l the equipment. feaNre. orsemce IS replaced or 511
ruficantly upgraded or otherwlse undergoes major modIficatlon.

-(2) LIMITATION ON OROER.-An order under sectlon 2601 shall not requIre
telecommurucatlons carner to modify. for the purpose of complying W'lth the a
slstance capability reqwrements of section 2602. any eqwpment. feaNre. I

service deployed before the date of enactment of this chapter unless the Atto
ney General has agreed to pay the telecommunications carner for all Just at
reasonable cosu dinc:t1y associated With modificatlons necessary co bnn~ t:
equipment. feature. or service Into actUal compliance Wlth those reqwremen,

"(el PROCEOt."RES A....D REGl."U.nONS.-~otwithstanding any other law. the Acte
ney General shall. after notice and comment. establish any procedures and re~
tions deemed necessary to effectUate timely and cost~fficient payment to tI!l

communications carriers for compensable costs inC\1.1'!'1!<i under thtS chapter .. '..lM
chapters 119 and 121. and under the ForeIgn InteUigence Surveillance Act oi 19
I SO U.S.C. 1801 et seq.l.

"(0 OISPl.LE RESOLtrrlON.-lf there is a dispute between the Attorney Genel
and a telecommurucations carner regarding the amount of just and reasonable co,
to be paid under subsection lal. the dispute shall be r~lved and the amount deci
mined in a proceeding initiated at the Commission or by the court from whIch
enforcement order is sought under section 2607.... .'

(b) TECHNICAL A.'tIENDMLvt'.-The part analysis for pan 1 of utle 18. L nll
States Code. is amended by insertIng after the item relatlng to chapter 119 the I

10M", new item:
"'120. T.lecommwUcatiolUl carrier ...iatance to the Government ... 280

sa:. I. AUl'ROlUZAnON or APP1tOPRlAnON5.
There ue authonzed to be appropnated to carry out sectlon 2608 of title 18. C

eel States Code. as added by section 1-
(1) a total of 1500.000.000 for fiscal years 1995. 1996. and 1997; and
(2) such sums as are necessary for each fiscal year thereafter.

such sums to remam available until expended.

SEC. 3. ElTECTtVE DA1'1:.
'a) IN GEIIt'ERAL.-Except as provided in parqraph (2). chapter 120 of title

Lniteci States Code. as added by secnon 1. shall take effect on the date of enaC:Uf
of this Act. .

l b) ASSISTANCE CAPABILlTY " ....0 SYSTEMS SECt..1UTY A....D I~'TECiIU1'Y REQl:
MENTS.--secnons 2602 and 2604 of title 18. United States Code. as added by 5ec
1. shall take effect on the date that is 4 years after the date of enactment of
Ac:t.
sa:. 4 RUORTI.

(a) REPORT! BY no: A'M'OR."l'EY GL...'ERAL.-
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(1) IN GEN'ERAL.-On or before November 30. 1995, and on or before Novem­
ber 30 of each year for 5 years the~aft.er, the AttoTney General shall subaut
to CongftSs and make available to the public a rel)Ort on the amounts paid dur­
ingthe preceding tiscalyear in payment to telecommunicatioEU carriers under
sec:tlon 2608 of title 18. United S~tes Code. as added by section l.

(2) CONTENTS.-A report under paragraph ( 1) shall ic.clude-
(A) a detailed accounting of the amounts paid to each carrier and the

technology, equipment. feature or service for which the amounts were paid;
and

(B) projections of the amounts expected to be paid in the current fiscal
year. the carriers to which payment is eXl)eCted to be made. and the t.ei:h­
nologies. equipment. features or serviCes (or which payment is expected to
be made.

(b) REPORTS BY THE COMPTROLLER GENERAL.-
(1) PAYMENTS FOR MODIFICATIONS.-0n or before April 1. 1996, and April 1.

1998. the Comptroller General of the United States. a.ft.er consultation Wlth the
Attorney General and the telecommunications industry, shall submit to the
Congress a report reflecting its analysis of the reuonablenesa and cost-effective­
ness of the payments made by the Attorney General to telecommunications car­
rien for modifications necessary to ensure compliance with chapter 120 of title
18. United States Code. u added by section 1.

(2) COMPLIANCE COST ESTIMATES.-A report under paragraph (1) shall include
the findings and conclusions of the Comptroller General on the costs to be in­
C'W't"eCi after the compliance date. including projections of the amounts expected
to· be incurred and the technologies. equipment. features or services for which
expenses are expected tD be incurred by telecommunications carriers tD comply
with the uai5tance capability requirements in the first 5 yean after the effec­
tive date of section 2602.

SEC. $. CORDLESS TELEPIIONl:&

(a) DEFlNmONS.-5ection 2510 of title 18. United States Q)de, is amended-
(1) in paragra'fh (1) by striking", but sucl1 term doee DOt i.Dclude" and all that

foUo,," through baM unit"; and
(2) in parqraph (2) b, stri.kinK subparagraph (A) and redesignating sub­

paragraphs (B). (C). and (0) as subp_a.rqnlpha (A). <B), and (C). respectively.
(b) PENALTY.--5ect:ion 2511 of title 18. United States Code. is amended-

(1) in subsection (4)(b)(i) by inserting "a cordlesa telephone communication
that is transmitted between the cordless telephone h.DdMt and the base unit,"
after "cellular telephone communication."; and

(2) in subsection (4)(b)(u) by inserting "a cordless telephone communication
that is tranamitte<i between the cordleu telephone handset and the base unit."
after "cellular telephone communication. ~"

SEC... RADIO-BARD DATA COIOltl'NlCAnON8.
Section 251()( 16) of title 18. United States Code. is amended­

( 1) by strikinl "or" at the end of subparagraph (0):
(2) by inaertiDl"Or" at the end of subparagraph <E); and
(3) by insertiDi after subparagraph eE) the foUowiDi new subparagraph:

"( F) an electronic communication;"
SEC. 7. PENALTIJ:S 1"08 MONrl"ORlNG RADIO COMMVNtCAnONS 'I1IA'l' AU TKANSMlTl'ED

USD'CG MODCLAnON Tl:CBN1QC1ES wrrB NONPUBLlC PARAMETERS.

Section 2511(4)(b) of title 18. United States Code. is amended by striking "or
encrypted. then" and inserting ", encrypted. or tranamitted using modulatio~ t.ei:h­
niques the essential parameters of which have been withheld from the public Wlth
the intention of preserrinc the privacy of such communication""
sa:. So 1'ZCBNJCAL CORBC'11ON.

Section 2511(2Xa)(i) of title 18. United States Code. is amended by striking "used
in the transmission of a wire communication" and inserting "used in the trans.
mission of a wire or electronic communication".
SEC. I. f'RAtJ'Dt1LENT ALnRAnON 01' COMMERCIAL MOBILE RADIO INSTRUMJ:NI'S.

(a) OFFENSE.--5ection 1029(a) of title 18. United States Code. is amended­
(11 by striking "or" at the end of paragraph (3); aDd
r21 by inserting after paragraph (4) the following new paragraphs: .
"(51Imowinglyand with intellt to defraud uses. p~uces. traffics In. has con-

trol or custody of. or possesses a telecommunications lnstrument ~t haa been
modified or altered to obtain unauthonzed use of telecommwucatlons semces:
or
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"(6) knoWIngly and with intent to defraud WIeI. proclu~, tnfiics to. has con.
trol or custody of. or posses~

"f A) a scaruung receIver. or
"rB) hardware or software used for altering or modifying tel~ommuOJ'

canons InstrUments to obtam unauthonzed access to telecommurucauons
servtces.",

1bI PtNAl.TY,-Sectlon 1029(c K2) of title 18. l"nited States Code. IS amended bv
stnking '" U 1) or' aM 41" and insertIng ~/ aJ ~ 11. '4), \51, or 161", '

'C' DEFI~ITtONs,--8e<:t10n 1029i e I of tide 18. Cnited States Code. IS amended­
. l' In paragraph 1,1) by tn5ertlng "ele<:tronlc senal number. mobtle ldentll"ica.

tlon number. personal Identlt1catlon number. or other tele<:ommurucatlons serv­
Ice. eqwpment. or tnstMJ.ment Idenutier.· after "account number:

21 by smlc.lng •and" at the end of para~ph \5):
'31 by stnk.tng the penod at the end of paragraph (6) and inserting' J.nd"

and
1 41 by adding at the end the following new paragraph:
~:jl the term 'scanrung re<:elver means a device or apparatus that can be u:Sed

to tntercept a \IIlre or ele<:troruc communu:atlon tn Vlolation of chapter 119,'
SEC. 10. TRA....SAcnONAl. DATA.

'aJ DtSCLOSl,,'R£ OF RECOROS.-Sectlon 2703 of title 18. t:nited State! Code" I~
amended-

I 1) In subsectlon (c ~ 1"'-
'AI In subparagraph \B~

I II by stn.kJ.Dg ciause I i I; and
'UI by redestgnating clauses luI. liii). and (iv! as clauses IL'. ,til. anc

I iii I. respKuveiy; and
(B) by adding at the end the followiOl new subparagraph:

"tel A provider of electromc commurucation servlce or remote computln~ seMCI
shall disclose to a govemmenw entity the name. admss. telephone toU btUlnl
~rds. and length of se!'V\ce of a subscnber to or customer of ~uch 5el'Ylce and th
types of sel'Ylces the subscnber or customer uulized. wh.en the governmental enut'
uses an adnunistrauve subpoena authorized by a Federal or State statute or a Fe<i
en! or State grand Jury or tnal subpoena or any means avallabie under subpar:!
graph \Bl."; and

\21 by amending the tint sentence of subsection I d) to read as follows: ­
court order for disclosure under subsection \bl or ICI may be tssued by any COUI
that 15 a court of competent jurisdiction described in sectIon 312& 2 ~ Al an
shall issue only if the governmental entity offers sp4K:lfic and artlcuiable facl
shoW\ng that there are reasonable grounds to believe that the contents of a W'lt
or electrotUc communication. or the records or other infonnauon sought. are re
evant and matena! to an ongolngcnuunai investigauon.",

Ibl PEN REGISTERS AND TRAP AND TRACE DEVtctS.--Secnon 3121 of title 18. COl
ed StateS Code. is amended-

(1) by reQesignating subsection (cl as subsection (d); and
42) by inMrting af\er subsection (bl the following new subsection:

"leI LlMrrAnON.-A govemment agency authorized to lnstall and use a pen re
ister unci.r this chapter or under State law. shall use technology reasonabiy ava;
able to it that restncts the recording or decoding of electronic or other tmpwses
the dialinl and signaling informauon utilized in call' proceSSing.",

SL~MARY A..~D PuRPOSE

The purpose of H.R. 4922 is to preserve the g~ve~ment'~abilit
pursuant to court order or other lawful authonzatlon, to i~t~rce

communications involving advanced technologies s~ch as dlgltal
wireless transmission modes. or features and semtes such as c,
forwarding, speed dialing and conference calling. while p~tectil
the privacy of communications and without impeding th. mtroch;
tion of new technologies, features, and servi~es.

To insure that law enforcement can continue to conduct auth(
ized wiretaps in the future. the bill requires t~l~mmuni~atio
carriers to ensure their systems have the cap~bll1.ty to: (1) ls<?b
expeditiously the content of targeted communlCatlO~S transmltt
by the carrier within the carrier's service area; (2) isolate expe·
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tiously information identifying the origin and destination of ta
geted communications; (3) provide intercepted communications ar
call identifying information to law enforcement so they can t
transmitted over lines or facilities leased by law enforcement to
location away from the carriers premises; and (4) carry out inte
cepts unobtrusively, so targets are not made aware of the interte
tion. and in a manner that does not compromise the privacy aI
seCUrity of other communications. The bill allows industry to d
velop standards to implement these requirements. It establishes
process for the Attorney General to identify capacity requiremen'

In recognition of the fact that some existing equipment. servie
or features will have to be retrofitted, the legislation provides tn
the Federal government will pay carriers for just and reasonac
costs incurred in modifying existing equipment, services or featur
to comply with the capability requirements. The legislation a
provides that the government will pay for expansions in capac
to accommodate law enforcement needs.

The legislation also expands privacy and security protection
telephone and computer communications. The protections of t
Electronic Communications Privacy Act of 1986 are extended
cordless phones and ~rta.in data communications transmitted
radio. In addition, the bill increases the protection for transactio!
data on electronic communications services by requiring law
forcement to obtain a court order for access to electronic mall
dressing information.

The bill further protects privacy by requiring the systems of tl
communications carriers to protect communications not authon
to be intercepted and by restricting the ability of law enforcem
to use pen register devices for tracking purposes or for obtain
transactional information. Finally. the bill improves the privacj
mobile phones by expanding criminal penalties for using certam
vices to steal mobile phone service.

HEAluNGS

In the 103d Congress, the Subcommittee on Civil and Const
tional Rights held two joint hearings with the Senate Judicj
Subcommittee on Technology and the Law on the impact of
vanced telecommunications services and technologies on electtl
surveillance~ March 18 and August 11. 1994.

At the tint hearing, held before legislation was introduced.
witnesses were Louis J. Freeh. Director of the Federal Burea
Investigation; William C. O'Malley. district attorney for Plyml
County, Massachusetts. and President of the National District
torneys Association; Roy Neel. President of the United States ~
phone Association, which representa local telephone compa
ran.ging in size from the Regional Bell Operating ComP.1I
("RBOCs") to small companies with fewer than 100 s:ubscn1
and Jerry Berman, Executive Director of the E~~ronlc. Fro]
Foundation ("EFF"), on behalf of EFF and the DIgital Pn~acy
Security Working Group, a coalition of comp~ter, communlcat:
and public interest organizations and ~t10DS•.

The second hearing was held after the mtroduct1OIl of H.R. 4
Again, Director Freeh. Mr. Neel, and Mr. Berman ap~ed
presented testimony.. Also appearing a.s witnesses were Hazel
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, wards, Director, I~onnation Re30U.rceS ~1anagementiGeneralG
emment, Accou~tlng and Infonnatlon Man~gement Div1sion. t
General Accountmg Office; and Thomas E. 'Nheeler, President:
CEO of the Cellular Telei:ommunications Industry Associat

, which represents providers of two-way wireless telecommunicati
services, including licensed cellular. personal communications SI

ices. and enhanced specialized mobile radio.
Written submissions for the record were received from A1

Corporation. MCl Communications Corporation. the Telecomm1
cations Industry Association. which represents U.S. manufaetu
of telecommunications equipment. the National Sheriffs' Assc
tion, the National Association of Attorneys General. and the M
Cities Chiefs, an organization of police executives representing
49 largest metropolitan areas in the U.S. and Canada.

SUBCOMMIITEE ACTION

On August 17, 1994,... the Subcommittee on Civil and Cons:
tional Rights. by voice vote, a re~rting quorum being present
dered favorably reported the bill H.R. 4922 without amendment

COMMITTEE ACTION

. On Septemb~r 29, 1994. the Committee, by voice vote, a re1
mg quorum beiDg present, adopted an amendment in the natu
a substitute to H.R. 4922 and ordered the bill favorably repc
as amended.

BACKGROUND AND DISCUSSION

For the past quarter century t the law of this nation regal
electronic surveillance bas sought to balance the interests oj
vacy and law enforcement. In 1968, the enactment of Title 1
the Omnibus Crime Control and Safe Streets Act of 1968 sim
neously outlawed the use of electronic surveillance by private
ties and authorized its use pursuant to a court order by la,
forcement officials engaged in the investigation of specified tYl
major crimes. The Senate Report on Title III stated explicitl)
the legislation "has as its dual purpose (1) protecting the pI
of wire and oral communications and (2) delineating on a un
basis the circumstances and conditions under which the intI
tion of wire and oral communications may be authorized." S
Committee on the Judiciary, Omnibus Crime Control and
Streets Act of 1967, S. Rep. No. 1097. 90th Cong., 2d Sess. (
at 66.

Congress was prompted to act in 1968 in part by advancel
in technology, which posed a threat to privacy. According 1
1968 Report, "[t]he tremendous scientific and technological de
ments that have taken place in the last century.have m~de pc
today the widespread use and abuse of electronlc survelllanc.
niques. As a result of these developments. I?rivacy of com~
tion is seriously jeopardized by these technIques of survell]
Id. at 67.

Alter 1968 telecommunications technology continued to c;
and again C~ngress was required to respond legislatively t
serve the balance between privacy and law enforcement.
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Electronic Communications Privacy Act of 1986 ("ECPA"j C
extended the privacy protections and the law enforcement i~~gress
authority of Title, III to a new set of te<:hnologie~ and ser'VlCe:~~Ph
as electronic mail. cellular telephones and pagIng devices. Aga~
the goal of the legislation was to preserve "a fair balance betwee~
the privacy expectations of citizens and the legitimate needs of law
enforcement." House Committee on the Judiciary, Electronic Com­
mUnIcations Privacy Act of 1986. H. Rep. 99-&l7, 99th Congo 2d
Sess. 2 I 1986) at 19.

Law enforcement officials have consistently testified. as Director
Freeh did at the hearings of the bill. that court-authorized elec­
tronic surveillance is a critical law enforcement and public safety
tooL

CO~GRESS ~n:ST RESPOND TO mE "DIGITAL TELEPHONY" REVOLt:TIO~

Telecommunications. of course, did not stand still after 1986. In­
deed. the pace of change in technology and in the structure of the
telecommunications industry accelerated and continues to acceler­
ate. The resulting challenges for law enforcement and privacy pro­
tection have sometimes been encapsulated under the rubric "digital
telephony," but the issues go far beyond the distribution between
analog and digital transmission modes. Some of the problems en­
countered by law enforcement relate to the explosive growth of cel­
lular and other wireless services, which operate in both analog and
digital modes. Other impediments to authorized wiretaps. like call
forwarding, have long existed in the analog environment. Other
considerations, such as the increasing amount of transactional data
generated. by the millions of users of on-line services. highlight the
ever increasing opportunities for loss of privacy.

In 1990, Senator Patrick Leahy. chairman of the Senate Judici­
ary Subcommittee on T~hnology and the Law, assembled a Pri­
vacy and Technology Task Force with experts from business.
consumer advocacy, the law, and civil liberties. to examine current
developments in communications technology and the extent to
which the law in general, and ECP~ specifically, protected, or
failed adequately to protect, personal and corporate privacy.

After examining a wide array of communication media, including
cellular phones, personal communications networks. the newer gen­
eration of cordle.. phones, wireless modems, wireless local area
networks <LANs), and electronic mail and messaging. the task force
issued a final report on May 28. 1991 recommending, inter ~ia.
that the legal protections of ECPA be extended to cover new w\re·
less data communications, such as those occurring over cellular
laptop computers and wireless local area networks (LANs), and
cordless phones. In addition, the Task Force found that ECPA was
serving well its purpose of protecting the privacy of the conLents of
electronic mail, but questioned whether current restrictions on gov­
emment access to transactional records generated in the course of
electronic communications were adequate.

Consistent with the task force's conclusions and in view of the in­
creasing impediments to authorized law enforceme~t electronic sur­
veillance, the Committee has concluded that continued change m
the telecommunications industry deserves legislative att.ention to
preserve the balance sought in 1968 and 1986. However, It became
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clear to the Commlttee early in its study of the ··digltal telephonv"
issue that a third concern now explicitly had to be added to the bal­
ance. namely, the goal of ensuring that the tel~ommunicatlons in­
dustry was not hindered in the r2.pid development and deplovrnent
of the new semces and technologies that continue to benefit and
revolutionize society.

Therefore. the bill seeks to b~ance three key policies: (ll to pre­
serve a narrowly focused capabllIty for law enforcement agencies to
carry out properly authonzed mtercepts; (2) to protect pnvacy In

the face of increasmgly powerful and personally revealing t~h­
nologies: and (3) to aVOld impeding the development of new commu­
nications services and technologies.

THE ?ROBLE~: LEGISLATION ~EDED TO CLARIFY CARRIERS' OCT"{ TO
COOPERATE

When originally enacted, Title III contained no provision specifi.
cally addressing what responsibility, if any, telecommunications
carriers and others had to assist law enforcement in making au.
thorized interceptions. Shortly after the statute became effective.
the FBI asked a local telephone company to assist in etTectuatin~
an authorized wiretap by providing leased lines and conneetin~
bridges. The telephone company refused and in 1970 the U.S
Court of Appeals for the Ninth Circuit held that. absent carrierl
to assist lawful wiretaps. Application of tM United State6, 427 F.2c
639 (9th Cir. 1970). Two months after the Ninth Circuit decisiol
and with little debate, Congress added to 18 U.S.C. 2518(4) a provi
sion that now reads:

An order authorizing the interception of a wire. oral. or
electronic communication under this chapter shall. upon
request of the applicant, direct that a provider of wire or
electronic communication service. landlord. custodian or
other person shall furnish the applicant forthwith all infor­
mation. facilities, and technical assistance necessary to ac­
complish the interception unobtrusively and with a mini­
mum of interference with the services that such service
provider, landlord custodian. or person is according the
penon whose communications are to be intercepted. A1ly
provider of wire or electronic communication semce. land­
lord. custodian or other person furnishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable expenses incurred in providing
such facilities or assistance.

While the Supreme Court hu read this provision as requiril
the Federal courts to compel, upon request of the government. "a:
assistance necessary to acc:omplish an electronic interceptiol
United States v. New York Telephone, 434 U.S. 159. 177 (1977), t
question of whether companies have any obligation to ~esign th~
systems such that they do not impede law enforcement Intercept)
has never been adjudicated.

Indeed, until recently, the question of system design was ne~
an issue for authorized surveillance, since intrinsic elements
wire lined networks presented access points where law: enror
ment, with minimum assistance from telephone companIes. co'
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isolate the communications associated with a particular surveil­
lance target and effectuate an intercept. Where problems did arise.
they could be addressed on a case-by~ basis in negotiations be-­
tween the local monopoly service provider and law enforcement.
(From a public policy perspective, such arrangements would have
had the disadvantage of being concluded without public knowledge
or legislative oversight.)

The break-up of the Bell system and the rapid proliferation of
new telecommunications technologies and services have vastly com­
plicated law enforcement's task in that regard. The goal of the leg­
islation. however, is not to reverse those industry trends. Indeed.
it is national policy to promote competition in the telecommuni­
cations industry and to support the development and widespread
availability of advanced technologies, features and setvices. The
purpose of the legislation is to further define the industry duty to
cooperate and tD establish procedures based on public accountabil­
ity and industry standards-setting.

The Committee has concluded that there is sufficient evidence
justifying legislative action that' new and emerging telecommuni­
cations technologies pose problema for law enforcement. The evi­
dence comes from three sources: the General Accounting Office, the
FBI. and the telecommunications industry itself.

GAO findings
In 1992, analysts from the GA<Ya Information Management and

Technology Division interviewed whnical representatives from
local telephone companies. switch manufacturers, and cellular pro­
viders, as well as the FBI. The GAO found that the FBI had not
adequately defined its electronic surveillance requirements, but the
GAO concluded that law enforcement agencies did bave technical
problems tapping a variety of services or technologies, including
call forwarding, fiber, and ISDN. The GAO also concluded that cel­
lular systems could be tapped but that capacity wu limited.

The GAO recently conducted further work and testified at the
hearing on August 11. 1994. The GAO reconfirmed its earlier con­
clusion that there are legitimate impedimenta posed by new and
emerging technologies. The GAO also concluded that the FBI had
made progress in defming law enforcement's needs in terms of ca­
pability and capacity.

FBI survey
FBI Director Freeh testified at the March 18,' 1994, hearing that

the FBI had identified spec;ific instances in which law enforcement
agencies were precluded due to technological impedimen~ from
fully implementing authorized electronic surveillance (WIretaps.
pen registers and trap and traces). The Director testified in March
that an informal FBI survey of federal, state, and local law e~o~e­
ment agencies had identified 91 such incidents, 33?O ,of which ~n­
volved celhilar systems (11% were related to the liDUted capaoty
of cellular systems to accommodate a large number of i~terc:ePts si­
multaneously) and 32% of which involved custom calhng features
such as call forwarding, call waiting and speed dialing. ,

Because the existence of a problem continued to be questioned by
some, the FBI re-rontac:ted law enforcement agencies after the
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~arch hearing and identuled further examples. In Apnl. 1994. the
FBr presented to the House and Senate Judiciary Subcommlttee~
details of 183 instances I including the original 91) where the FBI
State or local agencies had encountered problems. This eVIdencE
was presented to the Su;b~omm~ttees.on the understanding that d".l
detaIls would not be puohcly dlssemmated. However, the follOWlnl
chan summarizes the FBI's findings: .
Tf!chnology·ba~d problems encountered by Fed2ral. State. and. local lau: enfor'cemertl

age f\,C I.eS

Total problems .. ' ..

f;~b~~ ~~aca~~i~ai;;~i'diiiu'~~~um';;~~~~;'~'th"~~'di~':::::::::::::::::::::::,'
Cellular proVlaer couid not mtercept long..distance calls lor pro",de call setup

informatIon) tQ or from a targeted phone ..
Speed dialinwvolce dialinwcall wa.mng .
Call forwarding '" ..
Direct Inward dial trunk group I proVlder unable tQ Isolate target's commu·

nicatIons or proVlde call set.. up tnfonnatlon tQ the exclUSion of all other
customer'!) .

Voice mall I proVlder unable to proVlde access to the subject's audio when for·

Oi~~e~e~t~~C~ ~~d:/~~e;i: a;:s~~~:~ ·ill ..~~~~·~~~~tt~~~··~;~~·;~t~
Wlth the target to the exclusion of all others I ..

Other \mciuding other calling features such as CaU Baclt: and proVlder un·
able. to: proVlde trap and trace Information: isolate the diguai trans·
misslons a55OC1ated with a target to the exclusion of all other commuruca·
tions: comprehensiVely intert1!pt communications and proV\de call set·up
informatlonl , ,..

. .-
)

1

Industry acknowledges the problem
Representatives of the telecommunications industry now a

knowledge that there will be increasingly serious problems for la
enforcement interception posed by new technologies and the ne
competitive telecommunications market. At the hearing on Augu
11. Roy Neel. president of the United States Telephone AsSOclatil
and the chief spokesperson for the telephone industry on this iss\:
was asked by Senator Leahy if the time was fast approaching wh,
a great deal of the ability of law enforcement to carry out wireta
will be lost. Mr. Neel answered. "In a number of cases with nl
enhanced services. that is probably true."

The industry maintains that its companies have a long traditi
of working with law enforcement under current law to resolve tei
nical issues. However, with the proliferation of services and serv
providers. such a company-by-company approach is becoming
creasingly untenable.

In response, the phone companies and the FBI ha~e created
Electronic Communications Service Provider CommIttee. thro1.
which representatives of all the RBOCs have been meeting w
law enforcement on a regular basis to develop solutions to a raJ
of problems. The committee has created "Action Teams" on ~
sona! communications services. wireless cellular. the "advanced
telligence network." and switch-bued solutions, among others. '
chairman of the committee. a vice president of one of the RBO
stated in a letter dated March 1 and submitted by the FBI Direi
during his testimony in March: "If meaninstful solution~ ~ to
sult, all participants must fll'St understand" that there IS 10 fal
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problem. not that one partic~pant. or o~e group of participants
says so. N?w t~at the Comnuttee recogtllZes the problems. it ~
proceed. to IdentIfy and develop appropriate solutions."

However. participation in the Service Provider Committee is vol.
untary and its recommendations are unenforceable. As a result, the
Judiciary Committee has concluded that legislation is necessary.

L\W ENFORCEMENt' REQUIREMEN1'S

The iegislation requ.i.res telea)mmunications common carriers to
ensure that new technologies and services do not hinder lawen.
forcement access to the communications of a subscriber who is the
subject of a court order authorizing electronic surveillance. The bill
will preserve the government's ability, pursuant to court order. to
intercept communications that utilize advanced technologies such
as digital or wireless transmission.

To insure that law enforcement can continue to conduct wiretaps.
the bill requires telecommunications carriers to ensure their sys­
tems have the capability to:

l 1) isolate eXl)editioualy the content of targeted communica­
tions transmitted within the carrier's service area;

(2) Isolate expeditiously information identifying the originat­
ing and destination numbers of t.a.rgeted communications. but
not the physical location of t.a.rgeta;

(3) Provide intercepted communications and call identifying
infonnation to law enforcement in a format such that they may
be transmitted. over lines or facilities leased by law enforce­
ment to a location away from the carrier's premises; and

(4) Carry out intercepta unobtrusively, so targets of elec­
tronic surveillance are not made aware of the interception. and
in a manner that does not compromise the privacy and secunty
of other communications.

Cost
The GAO testified at the August 11. 1994 hearing that the costs

of compliance with the foregoing will depend largely on the details
of standards and technical slM!cificationa. which. under the bill. will
be developed over the nut (our yean by industry associations and
standard-setting organiutioll8.

The bill requires the Federal government. with appropriated
funds. to pay all reasonable costa incurred by industry over the
next four years to retrofit ezisting facilities to bring them into com­
pliance with the interception requirementa. The bill authorizes at
least $500 million for this pu.rpoae. In the event t~t tt,le $500 ~ul­
lion is not enough or is not appropriated. the legIslation proVides
that any ~uipment. reaturea or senices deployed. on the date of
enactment. which government does not pay to retrofit. shall be ~n­
sidered to be in compliance until the equipment, feature. or se~ce
is replaced or significantly upgraded or otherwise undergoes major
modification.

After the four year transition period. which may be ~xtended an
additional two years by order of the FCC. industry will bear t~e
cost of ensuring that new equipment and services m.eet t~e legls­
lated requirementa. as defined by stand.ard.s and.specificatl0ns pro­
mulgated by the industry itself.
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However, to the extent that industry must install additional ca­
pacity to meet law enforcement needs, the bill requires the govern­
,ment to pay all capacity costs from date of enactment, including all
capacity costs incurred after the four year transition period. The
Federal government, in its role of providing technical support to
state and local law enforcement, will pay costs incurred in meeting
the initial capacity needs and the future maximum capacity needs
for electronic surveillance at all levels of government.

THE LEGISLATION ADDRESSES PRIVACY CONCER.~S

Since 1968, the law of this nation has authorized law enforce­
ment agencies to conduct wiretaps pursuant to court order. That
authority extends to voice, data, fax, E-mail and any other form of
electronic communication. The bill will not e~and that authOrity.
However, as the potential intrusiveness of technology increases, it
is necessary to ensure iliat government surveillance authority is
clearly defined and appropriately limited.

In the eight years since the enactment of ECPA, society's pat­
terns of using electronic communications technology have changed
dramatically. Millions of people now have electronic mail address­
es. Business. nonprofit organizations and political groups conduct
their work over the Internet. Individuals maintain a wide range of
relationships on-line. Transactional records documenting these ac­
tivities and associations are generated by service providers. For
those who increasingly use these services, this transactional data
reveals a great deal about their private lives, all of it compiled in
one place. .

In addition. while the portion of cordless telephone communica­
tions occurring between the handset and base unit was excluded
from ECPA's privacy protections, the 1991 Privacy and Technology
Task Force found that "tt]he cordless phone, far from being a nov­
elty item used only at 'poolside,' has become ubiquitous . . . More
and more communications are being carried out by people [using
cordless phones] in private, in their homes and offices, with an ex­
pectation that such calls are just like any other phone call."

Therefore, H.R. 4922 includes provisions, which FBI Director
Freeh supported in his testimony. that add protections to the exer­
cise of the government's current surveillance authority. SpeCifically,
the bill:

1. Eliminates the use of subpoenas to obtain E-mai.l address­
es and other similar transactional data from electrOniC commu­
nications service providers. Currently. the government can ob·
tain transactional logs containing a per~on's en~ire on-line px:o­
file merely upon presentation of an admInistrative .subpoen~ IS'
sued by an investigator without any judicial lOterventlon
Under H.R. 4922, a court order would be required. .

2. Expressly provides that the authority for pe~ regls~r.
and trap and trace devices cannot be used t~ obtain trackinl
or location information, other than that which can be deter
mined from the phone number. Currently. in: some cellular sy!
terns transactional data that could be obtalOed by a pen reI!
ister'may include location information. Furt~er. the bill rE
quires law enforcement to use reasonably avallab~e technolog
to minimize information obtained through pen registers
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3: Explicitly staU!s ~hat it does not limit the rights of sub­
scrIbers to use encryptIon.
. ~. Allows any person; including public ~nterest ~ups. to pe_

titlon ,t~e FCC. for reVlew of stan,duds lmplementIng wlreup
~apablllty reqUlrements. and proVldes that one factor for judg­
mg those standards is whether they protect the privacy of com­
munications not authorized to be intercepted.

5, Does not require mobile service providers to reconfigure
theIr networks to deliver the content of communications occur­
nng outside a carrier's service area.

6. Extends pnvacy protections of the Electronic Communica.
tions Privacy Act to cordless phones and certain data commu­
nications transmitted by radio.

7. Requires affinnative intervention of common carriers' per·
sonnel for switch-based interceptions--tbis means law enforce­
ment will not be able to activate interceptions remotely or
independently within the switching premises of a telecommuni­
cations carrier.

Sarrow scope
It is also important from a privacy standpoint to recognize that

the scope of the legislation has been greatly narrowed. The only en·
tities required to comply with the functional requirements are tele­
communications common carriers. the components of the public
switched network where law enforcement agencies have always
seI'\"ed most of their surveillance orders. Further. such carriers are
required to comply only with respect to services or facilities that
provide a customer or subscriber with the ability to originate. ter..
minate or direct communications.

The bill is clear that telecommunications services that support
the transport or SWitching of communications for private networks
or for the sole purpose of interconnecting telecommunications car·
riers (these would include long distance carriage) need not meet
any any wiretap standards. PBXs are excluded. So are automated
teller machine (ATM) networu and other closed networiu. Also ex­
cluded from coverage are all information semces, such as Internet
service providers or services such u Prodigy and America-On-Line.

All of these private network systems or information services can
be wiretapped pursuant to court order. and their owners must. co­
operate when presented with a wiretap order. but these servtces
and systems do not have to be designed so u to comply with the
capability requirements. Only telecommunications carriers. as de­
fined in the bill, are required to design and build their switeh:tng
and transmission systems to comply with the legislated ~ulre­
ments. Earlier digital telephony proposals covered all proVlde.rs of
electronic communications services, which meant every bUSUless
and institution in the country. That broad approach was not prac­
ticaL Nor was it justified to meet any law enforcement need.

H.R. 4922 RESPONDS TO INDUSTRY CONCERNS

H.R. 4922 includes several provisions intended to .ease the bur­
den on industry. The bill grants .. teleph~ne .comp~es and other
covered entities a four year transition pen~.ln ~hich to make any
necessary changes in their facilities. In additloD, it allows any com-
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pany to seek from the FCC up to a two year extenslOn of the com­
pliance date if retrofitting a particular system wIll take longer tr.an
the four years allowed for compHance.

The Federal government wlll pay wlll reasonable costs Incurred
by industry in retrofitting facIlities to correct existing probiems.

The b~ll requIr~es the AtU!rney General to estimate the capac:ty
needs or law enrorcement ~or electronIC sur,,.eillance. .50 that C.:lr·
ners will have notIce of what the government is likely to reques~_

The bill requlres government U) reimburse earners for rea.5onaole
C05t5 of exp:mdir.g capaCIty to meet law enforcement n~ds.

Xo LmpedLment to technoiogLcaL mnot'ation

The Committee's intent is that compliance with the requiremer.u
in the bill will not impede the development and deployment of r.ew

\

technologies. The bill expressly provides that law enforcement :1"'.30"­
not dictate system design features and may not bar introductlon of
new features and technologies. The bill establishes a reasonable­
ness standard for compliance of carriers and manufacturers, Courts
may order compliance and may bar the introduction of technology.
but only if law enforcement has no other means reasonably a"'3.11-
able to conduct interception and if compliance with the standarci5
is reasonably achievable through application of avallable teth­
nology. This means that if a service of technology cannot rea3on­
ably be brought into compliance wtth the interception requ~re­

ments. then the service or technology can be deployed. This is the
exact opposite of the original versions of the tegislation. which
would have barred introduction of services or features that could
not be tapped. One factor to be considered when d.eter.;;::-.:n~

whether compliance is reasonable is the cost to the carner oi com·
pliance compared to the carrier's overall cost of developing or :lC·

quiring and depioying the featun! or service in question.
The legislation provides that the telecommunications industry It·

self shall decide how to implement law enforcement's requiremenu.
The bill allows tndustry associations and standard-setting bodies
in consultation wlth law enforcement. to establish publicly avail
able specifications creating "safe harbors" for carriers. This mean~
that those whose competitive future depends on innovation wil
have a key role in interpreting the legislated requirements anI
finding ways to meet them without impeding the deploymen~ 0

new services. If industry associations or standard·settmg orgamza
tions fail to issue standards to implement the capability requin
ments.or if a government agency or any person. inciudin~ a Cal

nero believes that such ~uirementsor standards ~re defiCient. th
agency or person may petition the FCC to estabhsh technical r.
quirements or standards.

Accountability
Finally the bill has a number of mechanisms that will allow f(

Congressional and public oversight. The bill ,requires ~he gover!
ment to estimate its capacity needs and pubhsh t~em In the Fe
eral Register, the bill requires the government. ~t,h funds appr
priated by Congress through the normal appropnatlons p.rocess..
pay all reasonable costs incurred. by indl:lstry in retrofittmg fact
ties to correct existing problems. It requires the Attorney Gener
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after date of enactment. and requires reports from the General Ac­
counting Office in 1996 and 1998 estimating futun costs of compli.
ance. It requires that the government to reimburse carriers, with
publicly appropriated funds, in perpetuity for the costs of expand­
ing capacity to meet law enforcement needs. Furthermore, all pro­
ceedings before the FCC will be subject to public scrutiny, as well
as congressional oversight ad judicial review.

RELATIONSHIP WITH EXlSTING ASSISTANCE REQUIREMENTS

The assistance capability and capacity requirements of the bill
are in addition to the existing necessary assistance requirements in
sections 2518(4) and 3124 of title 18, and 1805<b) of title 50. The
Committee intends that 2518(4), 3124, and 1805{b) will continue to
be applied, as they have in the past, to government assistance re­
quests related to spedfic orders, including, for example, the ex­
penses of leased lines.

SECTION-BY-SECTION ANALYSIS

SECTION I.-INTERCEPTION OF DIGITAL AND OTHER COMMUNICATIONS

This section adds a new chapter 120 to title 18, United States
code. to define more precisely the assistance that teleeommuni­
cations carriers are required. to provide in connection with court or­
ders for wire and electronic interceptions. pen registers and trap
and trace devices. This new chapter contains eight sections num­
bered 2601 through 2608.

Section 2601 provides definitions for "call-identifying informa­
tion," "information services," "government," "telecommunication
support services," "teleeommunications carrier."

A "telecommunications carrier' is defined as any person or entity
engaged in the transmission or switching of wire or electronic com­
munications as a common carrier for hire. as defined by section
3(h) of the Communications Act of 1934, and includes a commercial
mobile service, as dermed in section 332(d) of the Communications
Act, as amended. This defmition encompasses such service provid­
ers as local exchange carriers, interexchange carriers. competitive
access providers (CAPs), cellular carriers, providers of personal
communications services (PCS). satellite-based service providers.
cable operators and electric or other utilities that provide tele­
communications services for hire to the public, and any other com­
mon carrier that offers wireline or wireless service for hire to the
public. The definition of telecommunications carrier does not in­
clude persons or entities to the extent they are engaged in prov:id­
ing infonnation services, such as electronic mail providers. on-line
services l?roviders, such as Compuserve, Prodigy, America-On-line
or Mead Data. or Internet service providers. Call forwarding, speed
dialing, and the call redirection portion of a voice mail service are
covered by the bill.

In addition. for purposes of this bill, the FCC ~s a~thorize~ to
deem other persons and entities to be telecommumcatlons carners
subject to the assistance capability and capacity requirements to
the extent that such person or entity serves as a replacement for
the local telephone service to a substantial portion of the public
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wlthina state..-\.5 part of ,its determination whether ~he ;n,;,o:ic ::1.
terest 15 served by deemlng a person or entIty a tel~ommi.:.:'.>
catIons carrier for the purposes of this b~':l. the Commission 5naJ
consIder whether such determination would promote competlt;on.
encourage the development of new technolOgies. and protect ?ubl.c
safety and national secunty,

The term "call-ldenttfying information" means the dialing or 5[;)"·

:1aiing Information generated that identifies the origin and de5tir.~.,
:ion or a wire or electronic communlcation placed to, or received ::v.
:he faCility or 5er'Vlce that 15 the subject of the court order or ·.:l·;,~··~L
authOriZatIon. For ':OIce commUnications. this InformatIon :.5 :';'J;.
cally the electronic pulses. audio tones, or Signalling messages :~3.t
identIfy the numbers dialed or otherwise transmitted for :he :Jt.:r·
pose of routing calls through the telecommunications carner':;:'.et·
work. In pen register investigations. these pulses. tones. or mes­
sages identify the numbers dialed from the facility that is ~he :it~b·
Ject of the court order or other lawful authontation. In trJ.? ::In.d
trace investigations. these are the incoming pulses. tones. or :-::es­
sages which identify the originating number of the facility ~rom
which the call was placed and which are captured when directed
to the facility that is the subject of the court order or authonzJ.tlon.
Other dialing tones that may be generated by the sender thatlre
used to signal customer premises equipment of the reclpient J.re
not to be treated as cali-identifying informatlon,

The term "government" means the government of the Cnned
States and any agency or instrumentality thereot. the Distnct '01
Columbia. any commonwealth, territory, or posseSSion of the Cnlt
ed States, and any State or political subdivision thereof authonze(
by law to conduct electronic surveillance.

The term "telecommunications support services" means a prod
uct, software or service used by a telecommunications carrier fa
the internal si~-naling or switching functions of its telecommunI
cations network. The Committee understands there are currenti:
over one hundred entities that provide common carriers with 3pe
cialized support services. The definition of "telecommumcatlon
support services" excludes "information services," as defined in th
bill.

The term "information services" includes messaging services 01

fered through software such as groupware and enterprise or pel
sonal messaging software. that is. services based on pro~ucts \ IT

ciuding but not limited to multimedia software) of which LottJ
Notes (and 1..<>tus Network: Notes), ~icrosoft Exchange Sen'e
~ovell Netware, cc: ~ail. ~CI Mail. Microsoft Mail. Microsoft E:
change Server, and AT&T Easylink (and their ass~iat~semce
are both examples and precursors. It is the Committee s mtentlc
not to limit the definition of "information services" to such currel
services. but rather to anticipate the rapid de~elop.ment of a
vanced software and to include such software servtces In the defir
tion of "information services," By including such software-basl
electronic messaging services within the definition of informatil
services. they are excluded from compliance with the requlremen
of the bill.

Section 2602. entitled "Assistance capability require~ents." ~o
sists of four subsections. Subsection (a) sets forth four Capabtll
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Requirements." which every telecommunications carrier is requlred
to meet in connection Wlth those services or facilities that allow
customers to originate. terminate or direct communications.

~ The first requirement is ex?editiously to isolate and enable the
government to intercept ail communications in the carrier's control
to or from the equipment. facilities or services of a subscribe, can·
currently with the communications' transmission, or at any later
tlIne acceptable to the government. The bill is not intended to guar·
antee "one-5top shopping" for law enforcement. The question of
wnlch communications are in a carner's control wHl depend on the
de~lgn of the service or feature at issue. which this legislation does
not purport to dictate. If, for example. a forwarded call reaches the
system of the subscnber's carrier, that carrier is responsible for iso­
lating the communication for interception purposes. However, if an
advanced intelligent network directs the communication to a dif­
ferent carrier, the subscriber's carrier only has the responsibility,
under subsection (d), to ensure that law enforcement can identify
the new service provider handling the communication.

The second requirement is expeditiously to isolate and enable the
government to access reasonably available call identifying infonna·
tion about the origin and destination of communications. Access
must be provided in such a manner that the information may be
associated with the communication to which it pertains and is pro­
vided to the government before. during or immediately after the
message's transmission to or from the subscriber, or at any later
time acceptable to the government. Call identifying infonnation ob­
tained pursuant to pen register and trap and trace orders may not
include infonnation disclosing the physical location of the sub­
scriber sending or receiving the message, except to the extent that
location is indicated by the phone number. However, if such infor­
mation is not reasonably available. the carrier does not have to
modify its system to make it available.

The third requirement is to make intercepted communications
and call identifying information available to government in a ,for­
mat available to the carrier so they may be transmitted over hnes
or facilities leased or procured by law enforcement to a location
away from the carrier's premises. If the communication at the point
it is intercepted is digital. the carrier may provide the signal to law
enforcement in digital form. Law enforcement is responsible for de­
termining if a communication is voice, fax or data and for translat­
ingJt into useable form.

The final requirement is to meet these requirements with a mini­
mum of interference with the subscriber's service and in such a
way that protects the privacy of communications ,and cal~ identify·
ing information that are not targeted buy electroniC surveillance o~.
ders. and that maintains the confidentiality of the government s
wiretaps. . .

The Committee intends the assistance requirem.ents 10. sec::t1on

2602 to be both a floor and a ceiling. The FBI DirectOr testlfied
that the legislation was intended to preserve the status quo. that
it was intended to provide law enforcement no more and .no less ac­
cess to information than it had in the past. ~e Comuuttee u~es
against overbroad interpretation of the reqwrements. The leglsla­
tion gives industry, in consultation with law enforcement and sub-
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ject to review by the FCC. a key role in developing the technicaJ
requ~rements and standards that will allow implementation of the
requlrements. The Com~lttee erpectS industry, law enforcemenl
and the FCC to narrowly lntel"?ret the requirements.
Subs~tion (bl limits the .scope of the assistance requirements l!

several Important ways. FIrst, law enforcement agencies are no
permitted to require the specific design of systems or features. 10

prohibit ador-tlon of any such design. by wire or electronic commu
nication service provides or equipment manufacturers. The leg1.sia
tlon leaves it to each carner to decide how to comely. A carr!e
need not insure t~at each individual component of its network 0

system complies with the requirements so long as each COmm'J:'.lca
tion can be intercepted at some point that meets the leglslated re
quirements.

Second. the capability requirements only apply to those sert.:ice
or facUities that enable the subscriber to make. receive or dire<
calls. They do not appiy to infonnation services, such as electronl
mail services. or on-tine services. such as Compuserve. Procil~
.\merica-Gn-line or ~ead Data, or Internet service providers. Th
storage of a message in a voice mail or E-mail "box" is not covere
by the bill. The redirection of the voice mail message to the "~Q}

and the transmission of an E-mail message to an enhanced serVH
provider that maintains the E-mail service are covered.l ~or dOl
the bill appiy ~o services or facilities that support the trans?ort I

.switching of communications for private networks or for the 50

purpose of interconnecting telecommunications carriers.
Because financial institutions have major concerns about securi

and reliability. they have established private communications rH

works for data transmission traffic such as automated telier :-:-:
chines I Ant). point of sale (creclit card) verification systemS. ..1:

bank wires. Some of these networks are point to point. althou
many utilize the public network at various points. A~ netwon
bankcard processing networks. automated check clearinghouse !"J

works. stock exchange trading networks, point of sale systems. a
bank wire transfer, stock transfer and funds transfer systems G

all excluded from the coverage of the legisiation whether or r
they involve services obtained from telecommunications came
Private networks such as those used for banking and tinanc
transactions have not posed a problem to law enforcement. Thl
are good reasons for keeping them as dosed a~ possible. These n
works are not the usual focus of court authorized electronic 5Urv'

lance, and the financial information travelling on these network:
already available to law enforcement agencies under the bank
laws.

Thus, a carrier providing a customer with a servi~e or facl,
that allows the customer to obtain access to a pubhcly SWlte.
network is responsible for complying with the capability requ
ments. On the other hand. for communications handled by mult
carriers. a carrier that does not originate or terminate th~ mess,
but merely interconnects two other carriers, is not subJect to
requirements for the interconnection part of its facilities.

'Nhile the bill does not require reengineering o~ the Internet,
does it impose prospectively functional ~ulreme~ts on
Internet. this does not mean that communicatlons camed over
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{nter:.net are immune from interception or that the Internet offers
a sale haven for, illegal, activity.. Communica:ions carned over the
Internet, are subJ~t U? mterceptlon under Title III just like other
electromc commUnIcattons. That issue was settled in 1986 with the
Electromc Communications Privacy Act. The bill reeognizes. how­
eve", that law enforcement will most likely intercept communica­
tions over the Internet at the same place it intercepts other elec­
tronic communications: at the carrier that provides access to the
public swltched network.

The bill does not cover private branch exchanges i PBX·s). This
means that :here will be times when the telecommunications car­
rier will be unable to isolate the communications of a specific lndi­
'vidual whose communications are coming through a PBX. This
poses a minImization problem to which law enforcement agencles.
courts. and carriers should be sensitive. The Committee does not
intend the exclusion of PBX's to be read as approval for trunk line
intercepts. Given the minimization requirement of current law.
courts should scrutinize very carefully requests to intercept truck
tines and inslst that agencies specify how they will comply with the
minImIzation requirement. This is especially troe of intercepts of
E·~lall and fax transmissions. In addition. carriers presented with
an order for Interception of a tru..nk line have the option to seek
modification of such an order.

Finally, telecommunications carriers have no responsibility to
decrypt encrypted communications that are the subject of court-or­
dered wiretaps. unless the carrier provided the encryption and can
decrypt it. This obligation is consistent with the obligation to fur­
nish all necessary assistance under 18 U .S.C. Section 25131 o4~.
~othing in this paragraph would prohibit a carrier from deploying
an encryption service for which it does not retain the ability to
decrypt communications for law enforcement access. The bill does
not address the "Clipper Chip"or Key Escrow Encryption issue.
~othing in the bill is intended to limit or otherwise prevent the use
of any type of encryption wit.hin the United States. ~or d~s the
Commlttee intend this bill to be in any way a precursor to any kind
of ban or limitation on encryption technology. To the contrary" ~ec­

tion 2602 protects the right to use encryption.
Subsection (c). allows a carrier. in emergency or exigent cir­

cumstances. at the sole discretion of the carrier. to fulfill its obliga­
tion to deliver communications to law enforcement under the third
capability requirement by allowing monitoring on the carner's
premises.

Subsection (d), entitled "Mobile Service Assistance Requirement."
addresses the responsibility of the carrier who can no longer de­
liver a message or call identifying information to law e~forc~m~nt
because the subscriber. the communication and the call1denttfYlng
information have lett the carrier's service area. In such a case. the
carrier that had the assistance responsibility is not required to con­
tinue providing the government with the communication content or
call identifying information. but must ensure that the government
can determine which carrier or service provider has subsequendy
picked up the communications or call identif~g info~atio~ and
begun serving the subscriber. subject to limitations on disclosing 10­
cation information as described in section 2602(a).
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Sectlon 2603. entitled ":';otices of capaclty requirements." places

the. burden on the government to estimate ltS capaclty needs ar,d
to (10 so In ~ cost·~onsclous manner, while also proVIding camel'S
wIth a "safe narbor' for capacity.

Subsection' a J requires the Attorney General. within one veal' ')f
enactment. to publish in the Federal Register and provIde to'appro.
pnate mdustry a.sSOClatlOns and standards bodies notices of both
the maximum capaclty and the inttial capaclty reqUired to accom­
modate all tn tercepts. pen registers. and trap and trace deVIces t!".e
sovernment I mduding Federal, State and local law enforcement
expects to operate simultaneously.

The maxlmum capaclty relates ':0 the greatest number or inter­
cepts a partIcular sWltch or system must be capable of implement­
lng simultaneously. The initial capacity relates to the number 1)1
intercepts the government will need to operate upon the date that
is four years after enactment.

The Attorney General is directed to develop the notices after con­
sultation with local and State law enforcement authorittes and ~he

carriers. equipment manufacturers and providers of telecommuni­
cations support services. The Attorney General is given f1exlbihty
tn determining the fonn of the notice. For example, the notlces rna)'
be in the form of a spedfic number for a particular geographic
area. or a generally applicable fonnula based on the number of 5ub­
.5crlbers served by a camel'. However, the notices must identlfy.:c
the maximum extent possible. the capacity required at speclfic geo­
graphic locatlons. including carner office locations.

Subsection I b \ provides that telecommunications earners mU31

ensure that, within three years after publication of the notICes. 0,

within four years after enactment, whichever i:5 later. thev ~a':l

the maximum capaclty and the initial capacity to execute all elec
tronic surveillance orders. If the Attorney General publishes thl
first capaclty notices bEfore the statutory time of one year ha
elapsed. compliance by carriers must be achieved at the same tlm
as the effective date in Section 2 of this Act. In the event the :\ttor
ney General publishes the notices after the statutory :;me limn
carriers will have three years thereafter to comply, which tlrne pc;
dod will fall after the effective date of section 2602.

Subsection \c) requires the Attorney General periodically to giv
telecommunications carriers notice of any necessary increases \
maximum capacity. Carriers will have at least three years. and u
to any amount of time beyond three years a~d to by the AttOl
ney General, to comply with the increased mUlmum capacity rl
quirements.

Subsection (d) requires carriers to submit statements to the A
tomey General identifying systems or service that do not ~ave th
capacity to accommodate simultaneously the number of Inten=el
tions, pen registers and trap and trace devices set forth 10 the C~
pacity notices iS$ue by the Attorney General under subsectIon I a

Subsection I e I prOVides that the Attorney General may relmburs
carriers for modificatlons necessary to comply With capacity notlcel
Until the Attorney General agrees to ~imburse a carner for, suc
modifications. the carner shall be conslden!<i to be In camphane
with the capacity notlces.



Section 2604 protects systems security and integrity by requiring
that any electronic surveillance effected within a cani.er's switching
pre~ises be act~va~ only w,ith ~tervention by an employee of the
carner. The sWItching premlses mclude central offices and mobile
telephone switching offices (MTSOs).

This makes clear that government agencies do not have the au­
thority to activate remotely interceptions within the switching
premises of a telecommunications carrier. Nor may law enforce­
ment enter onto a telecommunications carrier's switching office
premises to effect an interception without the carrier's prior knowl­
edge and consent when executing a wiretap under exigent or emer­
gency circumstances under section 2602(c). .A.ll executions of court
orders or authorizations requiring access to the switching facilities
will be made through individuals authorized. and designated by the
telecommunications carrier. Activation of interception orders or au­
thorizations originating in local loop wiring or cabling can be ef­
fected by government personnel or by individuals designated by the
telecommunications carrier, depending upon the amount of assist-
ance the government requires. .. .

Section 2605 requires a telecommunications carrier to consult
with its own equipment manufacturers and support service provid­
ers to ensure that equipment or services comply with the capability
requirements. Manufacturers and support services providers are
required to make available to their telecommunications carrier cus­
tomers the necessary features or modifications on a reasonably
timely basis and at a reasonable charge. Subsection 2605<b) clearly
means that when a manufacturer makes available features or
modifications to permit ita customer to comply with the require­
ments of the bill. the manufacturer is to be paid by the carrier in
accordance with normal and accepted. business practices.

These responsibilities of the manufacturers and support services
providers make clear that they have a critical role in ensuring that
lawful interceptions are not thwarted. Without their assistance,
telecommunications carriers likely could not comply with the capa­
bility requirements.

Section 2606 establishes a mecbanism for implementation of the
capability requirements that defers. in the first instance, to indus­
try standards organizations. Subsection (a) directs the Attorney
General and other law enfon:ement agencies to consult with ass0­
ciations and standard-setting bodies of the telecommunications in­
dustry. Carriers, manufacturers and support service providers will
have a "safe harbor' and be considered in compliance with the ca­
pability requirements if they comply with publicly available tech­
nical requi~ments or standards designed in good faith to imple­
ment the assistance requirements.

This section provides carriers the certainty of "safe harbo~:'
found in standards to be issued under a process set up in the btll.
The use of standards to implement lecislative requirements is, of
course. appropriate so long aa Congress delineates the policy that
the guidelines must meet. Skinner v. Mid-A.merica Pipeline Co..
490 U.S. 212. 220 (1989). ("'It is constitutionally sufficient if Con-
gress clearly delineates the general policy."). . '

This bill, in fact, provides through the four factors U1 sec~10n
2602 much greater specificity than found in many delegations
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upheld by the COUrts. See. e.g.. Yakus v. r.:.5.. 321 C .S. ~ 1~. '+20
. 1944} I upholding delegatlon of authonty to fix pnces that "'''''Ill '::,e
generally fair and equltabie and will etTectuate the PU!1loses" of tt.e
.5tatutel: FPC v. Hope .Vatural Gas Co., 320 C.S. 591. 600 I 19~-+;
i delegation to detennme "just and reasonable" rates upheld l.

The authorny to i.5.5Ue standards to implement tegislatLOn dete.
gated here to private partles is well within what has been uoheld
in numerous preceaents. In St. LoUts. Iron Jfm. & Souther~ P.v
Co. v. Taylor. '210 l' .5. 281 ! 19081. the Supreme Court uoheid ~~.e
deLegatlon of authonty to the American Railway A.55OClat10n to e:;.
tabilsh ~he :;tandard height of draw bars for freight cars. b
.Voblecraft lnduscnes v. Secretary of Labor. 614 F.2d 199 '9th Cir.
1960 I. the ~inth Circuit sustained Congress's dele~atlon to ?rtVa E

organizations of the authonty t.J develop health and safetv stand.
ards. See also C.5. v Frame, 885 F.2d 1119. 1122 ! 3d Crr. 19:59
I upholding delegation to the beef industry to devise its own strate
gies to implement the government's policyl.

The appropriateness of the delegation here is furthered bv rW4

factors: I 11 Compliance with the industry standards is volurltary
not compulsory. Carriers can adopt other solutions for comolvlnJ
with the capability requirements; and \2) The FCC retains c'ontro
over the standards. Cnder section 2602(b), any camero any lawen
forcement agency or any other interested party can petitlon thi
FCC. which has the authority to reject the standards developed b­
industry and substitute its own. See SunshinA! Anthracite Coal C:
v. Adktns. 310 c.S. 381 ( 1940); St. Louis, [ron .\ftn. supra; Framl
supra. 885 F.2d at 1128 (delegation valid where discretion of pr
vate bodies is subject to the government's authority to disappro'l;
or modify the standards).

This section states affirmatively that the absence of 5tandarc
will not preclude carriers. manufacturers or support service provlC
ers from deploying a technology or service. but they must 5tlll CO!l

ply with the assistance capability requirements.
Subsection (b) provides a forum at the Federal Communicatior

Commission in the event a dispute arises over the technical r
quirements or standards. Anyone can petition the FCC to establil
technical requirements or standards, if none exist, or challenge aJ
such requirements or standards issued by industry associations
bodies under this section. In taking any action under this sectio
the FCC is directed to protect privacy and security of communic
tions that are not the targets of court-ordered electronic surve
lance and to serve the pobcy of th.e United States to encourage t
provision of new technolOgies and services to the publ.ic. .

If an industry technical requirement or standard is set aSide
supplanted by the Fe C, the FCC is required ~ consult wlt?-. the J

torney General and establish. a reasonable tlme and condltlons .
compliance with and the transition to any new standard. The F~
may also d~fine the assistance obligations of the telecommu
cations carriers during this transition period. .

This section is also intended to add openness and aceountabil
to the process of finding solutions to intercept problems. Any FI
decision on a standard for compliance with this bill must be m~

publicly.
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Subsectlon I c) gives telecommunications carners an additional
two years to achieve compliance With the ~sista.nce capability re­
qUlrements beyond the four years proVlded In Section 2 of the bill.

... if they petition for. and the FCC grants. an extension. The FCC
may grant a petition for relief from compliance with the assistance
capability requirements for up to two years in circumstances where
the carrier can show that compliance Wlth those requirements is
not reasonably achievable through application of technology avail­
able within the four year compliance record. The Attorney General
wdl reimburse the carrier for any necessary modifications made
durmg the extension penod..

Any extension granted under this subsection applies only to that
part of the carner's busIness on which the feature or sel'Vlce at
issue is used.

Section 2607 provides for enfol"C1!ment by the courts. Subsection
(a) provides that a court may order telecommunications carriers.
equipment manufacturers and support service providers to comply
forthwith with the requirements of the Act in circumstances where
an electronic surveillance order or authorization has been issued
but cannot be effected because a carrier has failed to comply with
the requirements of the bill. This provision complements the exist­
ing requirement in 18 U.S.C. § 2518(4) that an order authorizing
electronic surveillance may direct that providers of wire or elec­
tronic communications services or any "other person • • • furnish
• • • forthwith all information. facilities. and technical assistance
necessary to accomplish the inte~ption."

Subsection I b) authorizes the Attorney General. in the absence of
a particular electronic surveillance order or authorization. to apply
to an appropriate United States Court for an enfol'C1!ment order di­
recting a telecommunications carrier. equipment manufacturer or
support services provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers. this authority is
vested in the Attorney General of the United States through the
Department of Justice and the Offices of the various United States
Attorneys.

Subsection (c) places limitations on the court's authority to issue
enforcement orders. First. the court must find that law enforce­
ment has no alternatives reasonably available for implementing
the order through use of other technologies or by serving the order
on another carrier or service provider. Essentially, the court must
find that law enforcement is seeking to conduct its interception at
the best. or most reasonable. place for such interception. .

Second. the court must find that compliance with the reqUIre­
ments of the bill are reasonably achievable through application of
available technology, or would have been reasonably achievable if
timely action had been taken. Of necessity. a determination of "rea­
sonably achievable" will involve a consideration of economic ~aetors.
This limitation is intended to ac:use a failure to comply WIth the
assistance capability requirementa or capacity notices where the
total cost of compliance is wholly out of proportion to the useful­
ness of achieving compliance for a particular type or categ~ry .of
services or features. This subsection recognizes that. in certain ctr­
cumstances. telecommunications carriers may deploy features or
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5ernces ev~n t~ough they are not in compliance with the require­
ments of thls bill.

In the event that either of these standards is not met. the COUrt

may not Issue an enforcement order and the carner may proceed
with deployment. or with continued offering to the public. of the
feature or service at issue.

Subsection (d) requires a court upon issuance of an enforcement
order to set a reasonable time and conditions for complying WIth
:he order. In determining what is reasonable. the court may con­
5lder as to each party before it a number of enumerated factors.

Subsection I e I prOVIdes that an order may not be Issued requiring
a carner to provide capacity in excess of the capacity for which the
.~ttorney General has agreed to reimburse the carner under section
:2603( e'.

Subsection (fl provides for a civil penalty up to $10.000 per day.
from the date of the order. or such later date as a court may de­
cree. for any carner. equipment manufacturer or support service
provider that violates the section. In setting the appropriate
amount of the fine. a court may consider a number of enumerated
factors. including the nature. circumstances. and extent of the V1Q­

latlon. and. with respect to the vlolator. ability to pay. good faith
efforts to comply in a timely manner. effect on ability to continue
to do business. the degree of culpability or delay in undertaking ef­
forts to comply, and such other matters as justice may require.

While Subsection 2607(f) would subject to civil penalties a manu­
facturer that fails to provide its customers with the features or
modifications necessary for them to cumply, the Committee fully
expects that manufacturers and carriers will ensure the compliance
with the requirements through the normal marketplace mecha­
nisms. as carriers. in their orders. specify equipment that meet5
the requirements of the bill. The imposition of civH penalties on
manufacturers would normally be appropriate only when the eXist·
ing marketplace (Le.• contractual) mechanisms fail to ensure manu­
facturer compliance. just as the imposition of civil penalties would
normally be appropriate on carriers when. for example. they fail to
seek through contractual mechanisms such features or modifica·
tions.

Section 2608. entitled WPayment of costs of telecommunications
carriers to comply with capability requirements." provides. in sub­
section (a). that the Attorney General may. subject to the availabil­
ity of appropriations. pay all just and reasonable costs directly as­
sociated with modifications performed by carriers in connection
with equipment. features, or services installed or deployed before
the date of enactment to establish the capabilities necessary to
comply with section 2602. ..

Subsection (b) provides that the Attorney q.eneral.ls .authonz~
to pay reasonable costs directly associated wlth achieVlng comph­
ance with the assistance capability requirements for equipmen~.
features or services deployed on or after the date of en~etment, If
such compliance would otherwise not be reasonabl~ achievable. "In
determining whether compliance is reasonably achievable. conSid­
eration must be given in proceedings before a court or the FCC to
when the deployment occurred.


